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Business Resumption Planning in imnm'" ®
Small and Medium-Sized Offices
By Leo Wrobel

Date: Feb 17, 2006
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Your small business can go from thriving to surviving in the time it takes for an ethquake, an intruder, or some othe
disaster to wreak havoc on your property. Leo Wrobel explores some steps that even ery small businesses can take
to prevent or handle a disaster and get back to norma

Size Does Matter

People tend to think of business resumption planning in terms of the Fortune 1000, lut probably 90% of the
businesses that could really use a plan are small or medium-sized. The sheer numbeof businesses that may fall intc
the "small to medium-sized" category boggles the mind: professional services providers such as law firms or doctors
offices, manufacturers such as machine shops or "job shops" that do custom manufactring or build and sell PCs; cai
dealerships; local banks; even municipal works such as city, county, or taxing autlrities. The list goes on and on

Due to physical size, location, or financial resources, small and medium-sized firm often have to do things a little
differently than large companies. Whether big or small, however, any company can er up broke if it cancet recov
from a disaster in time. So every organization, regardless of size, needs to have iplan. In this article, wecell explc
what works for large companies, small ones, or both. On the way, lcell provide a fhints on how you can ge
something in place quickly for your small or medium-sized business

Decide What Youcere Protectin

This step involves a preliminary identification of mission-critical business system, without which the organizatio
could not survive for an extended period. For example, what would your business los if the physical facility, LAN, ol
telephone services were unavailable? The best way to measure the impact of such a ptential loss is to look at it the
same way big companies do. Historically, potential loss is measured in six way:

Lost employee productivity
Lost revenue

Lost market share

Lost customer confidence
Potential legal liability
Cleanup costs

Letoes consider each of these areas in a bit more det:

Lost Employee Productivity

Loss of employee productivity is less in smaller companies than larger ones becausesmaller companies generally
just lay people off until they have a place to work again. If you work for such a impany, potential layoffs ought to be
an inducement for having a plan in place

Lost Revenue

Every business should know its "pain threshold"othe point where the inability to dcbusiness sets the enterprise on a
slippery slope to bankruptcy filing. This category of loss also relates directly tchow quickly your company can set uj
shop elsewhere.
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Lost Market Share

Lost market share is a big deal for any company, large or small. For example, suppoe you own an air conditioning
and heating repair company with 75 employees. If a disaster puts you temporarily ot of business, there are a lot of
other, similar companies in the Yellow Pages for your customers to call. Your custoters might decide they like your
competitors better.

On the other hand, many or even most of your 75 employees are probably field servic personnel who work out of
trucks and vans, rather than your corporate location. In this type of business, ifou take even the most rudimentan
precautions beforehand, your business could still go on. For example

= Setting up a meeting place in advance in case your main place of business is inaccesible.

= Assure employees that theycere still going to be paid. Doncet underestimate the imance of this step when 7&
people see your building burned to the ground

= Make sure that your inbound telephone numbers still work and are answered at a nevocation so your
customers can reach your business. This is probably the most important issue, and weell address it aga
shortly.

Lost Customer Confidence

When customers cancet reach you, that problem eventually equals lost customer confnce. Suppose you went to ar
ATM for cash three days in a row and found it out of service each time. On the fouh day, youced find another machi
or make alternate financial arrangements; you would no longer have any confidence that provider. If your business
is unreachable or you cancet resume service within a reasonable amount of time, y customers may look to your
competitors.

Potential Legal Liability

You may not even have considered that loss of business capabilities could put your usiness at risk for legal liability
What if your business is a law office or doctorsce office and you cancet serve yoients? What if a client is injurec
(financially, physically, emotionally, etc.) as a result? What if an employee is iured or killed when a disaster occur
on the job? Are you prepared for lawsuits”

Cleanup Costs

Any disaster has the inevitable cleanup costs. Companies such asSERVPRO and BMS Catastrophe specialize in
helping businesses to deal with fire and water damage to facilities, documents, eletronic equipment, and so on
These firms can be called in immediately after a disasteroassuming that the damage s not too widespread and tha
the provider is available and not occupied elsewhere

NOTE

Such efforts can be expensive. Make sure that your business insurance policies inclde these types of recovery
expenses.

Doncet forget the virtual side of your business! Computer viruses, hacking, and so can damage your data, your wel
presence, and even your reputation. Your disaster plan needs to prepare for protecng and recovering your electronic
information as well as restoring your physical properties. Remember that offsite bakups are a crucial part o
protecting your electronic info.

Build Awareness of the Need To Plan for Disaster

Do what you can to build awareness and to bring your people up to speed in recover planning methodologies. For
example, attend classes and seminars. The Internet also offers some pretty good pubic-domain planning guides
these days that are very affordable. For example, | downloaded a Data Security Docutent and Disaster Recovery
Plan template for under $50 from the IT Infrastructure Libraryoes Survival secti. Itoes not the be-all and end-all, but 1
a small business itces much better than nothing, and a great value for the mor
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At a minimum, your disaster recovery plan must establish a meeting place where worlrs can assemble if a disaster
renders your primary business location unusable. This backup location might be anoer branch location, a residence
a hoteloeven the CEOces house. The key is determining the location in advance and tn making sure that it ha
adequate telephone service, computer and fax equipment, and administrative supportor coordination of the recovery
process. This alternate location will be your emergency command center for recovenoperations. The emergency
plan for one of my clients, a bank, had everyone meeting in a parking lot. | can ink of better locations, but at leas
they had defined a place. You should, too

Prepare for Maintaining Contact with Employees and Customers

There are a number of steps you should take immediately to protect communications fr your business. A major stef
is to assign emergency phone numbers and publish them internally to avoid breakdowr in communication in &
disaster. (Make sure that at least your key employees have these numbers availableffsite.)

PBX Versus Centrex Phone Lines

If your business has more than a few employees, you probably have iprivate branch exchange (PBX) phone
system, in which employees share outside lines for direct dialing and have extensio numbers for internal calls. In thit
type of setup, the switching equipment is physically located in your building. , central office exchange service
(Centrex) is a type of PBX service in which switching occurs at the local telephon company, not at your location
Because you doncet have the switching equipment onsite, your company is protected &nst everything from power
failures to total loss of a PBX. Some companies give supervisors Centrex (direct) Ines and other workers PBX lines
This way, theycere protected if they lose either or

When you think about it, phone companies and providers of enhanced Internet service have already paid much o
the capital-intensive part of disaster recovery. Using vendor-provided services suc as the following can be a quick
and inexpensive way to improve your disaster plar

* Remote Access to Call Forwarding (RACF)
+ Voice over IP (VOIP)
+ Wireless phone and Internet access

The following sections provide some details on these possibilities.

Remote Access to Call Forwarding (RACF)

One really useful feature that may be available from your phone company iremote access to call forwarding
(RACF). Many phone systems can forward calls from the original phone number to a seond number simply by using
a phone at the original number and dialing *72 or 72#. With RACF, however, you carorward calls without having t
be at the original location. Even if your building burns down, taking your phone stem with it, the phonecompany
very likely is still working. With RACF, you can automatically redirect all your ioming calls to any number wher¢
service is workingoperhaps even to your wireless phoneowithout even contacting the p hone company. (Why is this
important? Think how difficult it would have been to get through to your Bell Soutagent immediately after Hurricant
Katrina struck.’

Consider the following true story: A medium-sized municipality in North Texas (popation 7,500) added the RACF
feature on their main lines. About a year later, City Hall burned to the ground. C you imagine the number of calls tha
came in when people saw or heard the news? Virtually all of those calls were receivd seven miles away, at backuj
facilities in the county offices, simply by activating the RACF feature

Just a few steps are involved:

Call the special RACF telephone number

Enter your personal identification number (PIN’

Enter the phone number from which you want to forward call:
Enter the *72 code.

Enter the number where you want the calls to rin

akrwbdpE

RACF runs about $1.50 per month per line. Where else can you get this kind of insurnce so inexpensively? Get this
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feature installed on your phone linestoday.

Voice over IP (VoIP)

Another essential consideration isVoice over IP (VolP), sometimes known simply asInternet phone service . Ita
available from a variety of suppliers and reasonably pricedVonage, for example, provides VolIP service for about
$25 a month. The great thing about a VolIP service is that you can get back in busirss almost immediately by
relocating anywhere high-speed Internet service exists. Itces cheap, easy, and efent, yet very few small businesses
actually use itoand most should.

TIP

If you have VolIP service, ask your service provider how quickly they can drop ship nintegrated access device (IAD)
to you in the event the old one is damaged or destroyed in the disaster. Better ye keep an extra IAD at an offsite
location just in case

Many medium-sized businesses use high-capacity Internet access services such as T1  primary rate interface
(PRI) for trunk lines. VolP-based services are available for them as well; for examle, WorldCall Internet offers a
platform that provides a PRI interface to your PBX, but sends the calls out over a igh-speed Internet connection.

It makes for some interesting possibilities. Suppose your business is a medium-sizec university, office park, hospital
or multi-tenant building, served by four PRI circuits. It might be advisable for yo to cancel one of your telephone
company services and replace it with a VoIP service. Use the new VolP PRI for outgcng calls or long-distance
access in "normal" times. In a disaster, however, you can transfer your inbound cis via RACF, command routing, ot
porting to your temporary location where a high-speed Internet connection exists. Ak potential service providers
about each option and how you should prepare

Wireless Services

Using awireless Internet service provider (WISP) is a great option for small to medium-sized offices, not only for
emergency communications but for protecting against telephone cable cuts. For examge, my consulting service uses
a regional provider called AirCanopy, which uses the Motorola Canopy product for providing wireless Internet in th
unlicensed frequency spectrum recently released by the FCC

Wireless phones can be indispensable as a means of command-and-control after a disater. Be aware that thert
might be blockages after a widespread event such as a hurricane. But in that situion, voice mail would still work fol
inbound calls.

Perform Physical Security Inspections

Itces far easier to prevent a disaster than respond to one, and it doesncet cost cing to just look around your facilitie:
for potential problems. Take a walk-through at your location and look for obvious ety issues. The following list wil
get you started:

» Are equipment closets locked and accessible only to authorized personnel? (If janitrs store their equipment
in the same closet with the telephone or server equipment, thatces a disaster wai' to happen.)

= Does your equipment room use a backup power supply”

= Does the equipment room get too hot or cold for the equipment, especially during noi-business hours? Is air
conditioning or heating shut off for extended periods*

= Are combustiblesopaper, cardboard boxes, flammable liquids, etc. stored safely, and away from the
equipment room?

+ Does your PBX have a power failure feature, so phones still work in case of a blackut?

* |s your server or PBX equipment located under or near a water source such as sprinlers or plumbing pipes?

+ Are water pipes clearly labeled for shutoff in case of a leak? Are they located whee they could freeze anc
break in cold weather? Is the number for building maintenance posted in case water as to be shut off quickly.
even after hours?

+ Are fire extinguishers available and properly charged? Are your personnel trained | using an extinguisher.

+ Are emergency numbers posted prominently?
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= Are smoke alarms present and working’
= Do waste containers have fireproof lids?

Summary: Start Planning Now

Planning for disasters need not be complex or prohibitively expensive for small ancmedium-sized organizations
There are many concrete steps your company can and should be taking immediately. B aware that a disaste!
recovery plan doesncet just happen overnight, though. It evolves over time, throuce collective impact of even the
most minimal efforts, like those described here. Any steps that can be taken, howevr small, equate to ar
incrementally higher level of service to your customers and greater peace of mind t your business.
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