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Disaster in Paradise? Even the m rm ®
Sweetest Dreams Can Become

Nightmares without Adequate

Information and Preparation, Part 2 of 3

By Leo Wrobel,Sharon Wrobel

Date: Mar 7, 200€

Return to the article

Previously, Leo and Sharon Wrobel helped us dream of moving to a place that encompases the earth's natura
beauty. But then they reminded us that volcanoes, floods, tornadoes, wildfires, an other calamities may also be par
of the bargain. This three-part series continues with a discussion with Ted Sheppar of the Pacific Disaster Center,
who literally has "been there and done that

Balmy Breezes? Or Terrifying Tornadoes?

Have you been lucky enough to move your place of business to somewhere warm, scenicand wonderful? Probably
not. If youcere still in the dreaming or planning stages, itoes important to conn expert. For this article, we interviewet
Ted Sheppard of the Pacific Disaster Center, located on the beautiful island of Maui (see Figure 1), to garner som
useful insights on how to assess the probability of a disaster, including some firshand input from this disaster
recovery expert.

e |

Figure 1 Sunset on the beach inLahaing, on the island of Maui in Hawaii, October 2007

Ted Sheppard knows what heces talking about: First, because he has some extraordin modeling tools at his
disposal; second, because he has taken the plunge many of us long to takeohis office is on Maui! Ted talks candidly
about what organizations like the Pacific Disaster Center (PDC) bring to the emergecy management party, and how
such services can be valuable to commercial enterprises

After the interview, we wrap up this part of the discussion by considering how youhould apply this information to you
own business.

The Pacific Disaster Center (PDC): A Bit of Background

After Hurricane Iniki devastated the island of Kauai in 1992, the U.S. Congress estblished the Pacific Disaster
Center (PDC). Headquartered on the island of Maui, and in operation since 1995, thPDC has assisted in disaster
preparation, mitigation, response, and recovery efforts of emergency managers and dicision makers throughout the
Asia Pacific and Indian Ocean regionsoand, more recently, around the world. The PDCis an applied science,
information, and technology center, working to reduce disaster risks and impact to eoplesce lives and property; and
local, national, and regional economies

The PDC works to improve early-warning systems and to develop better risk-mitigatic practices, which can be
applied at all levels from international regions down to individual communitie

The PDCaes evolving approach to emergency management shifts the emphasis from beineactiveofocusing on
response and recovery operationsoto being proactive, with the focus on mitigation ard preparedness. The center
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provides detailed assessments of hazards and risks, and helps to prioritize prevenve actions, understanding tha
these are critical components that reduce losses when disaster strikes

Interview with Ted Sheppard

Leo Wrobel: Briefly, what does the PDC do?

Ted Sheppard: By providing applied information research and analysis support to a broad customebase (including
policy makers, planners, and executive-level disaster managers), the PDC serves as bridge between the scientific
and decision-maker communities. The latter certainly includes commercial business, nd representatives of major
industries are always included in stakeholder workshops when the PDC works with gownment clients.

Sharon Wrobel: How are current and emerging technologies relevant to disaster management, specifially for
businesses?

Ted: Disaster management is a constant consumer of the newest technologies, but itces o an area where a lot o
innovation takes place. The PDC has developed mature systems for acquiring hazard &d risk dataofrom historical
information to space-based imageryoand partnerships around the world to support continuity of data availability. Th:
center also has developed novel processes for the visualization, automated processilg, and point-to-point
redistribution of the data as needed. The distributive networks range from absolutey secure servers to systems
devised for broad dissemination of hazard warnings

Businesses today are often large economiesofrequently, international economies. Among the most devastating
effects of any natural disaster is damage to that economy: economic loss and reversi of development in the fiscal
strength of the entity, whether itaes a nation, a metropolis, or a business enterje. A primary task of executives at the
highest level in any organization is to create and maintaisustainable economic growth for the communities it serves
In the case of a business, that could include a board of directors; a corporation-wde community of employees; and,
of course, the stockholdersoas well as the cities, towns, and nations in which busiress is done.

Not doing a thorough Risk and Vulnerability Analysis an not having sound, well-reasoned priorities for disastel
preparation, risk mitigation, emergency response, and post-disaster recovery is taramount to crossing your fingers
as a way of warding off a tsunami, or closing your eyes to avoid having to deal wi an approaching storm

Leo: In lay terms, what is ¢Risk and Vulnerability Analysis ?

Ted: In terms of systems and processes, software and hardware, and the application of sbject matter expertise anc
experience, the Risk and Vulnerability Analysis might seem arcane or even nearly iromprehensible, but itees actua
something that people do all the time. When you buy a home, for instance, you lookround to see whatces on tl
property that could be a risk to the safety of the home and its occupants. You seerees that may need trimming ol
removal, find a water supply pipe that may need replacement, notice boulders on th hillside above the property, anc
so on. You look at the financing in the same way, to ensure that there are as few jtential impediments to ful
ownership as possible.

Naturally, if youcere smart, you also look beyond the property. Is the area on a d plain? If so, whatces the risk of
damaging flood reaching the home? Do wildfire fuels surround the property, and to wat extent can that risk bt
mitigated? What you choose to do about the dangers discovered in your informal Risland Vulnerability Analysis o
your new home will be based on your best estimate of the risks, the degree to whiclyoucere willing to comn
resources to offsetting those risks, and other factors. However, if the property redly mattersoyour family will be living
there, for instanceoyoucell get expert help with the assessment of the property (comonly called inspection ), youo
get expert help in learning how to prioritize and react ( decision support system in PDC terms), and youcell ¢
systems in place so that you can be informed of changes in the risk picture and resond appropriately. Maybe thatc
something like asking the gardener, the pool boy, and the housekeeper to be vigilar and report regularly

Sharon: Doncet insurance companies offer largely the same servic

Ted: Not at all. Insurance companies assess risk, but remember that insurance companie are businesses, so their
top priority is to manage risk for the sake of their own corporate owners and stockolders. If everything works as i
should, you get cash after the event when disaster strikes; in advance of that, ycmay get some advice aboul
reducing risk in the form of a notice that your rates will be higher if you donax x hazard, or that such-and-such part c
your business cannot be insured because ofy risk. But, even with the profit motive to impel action, an insuranc
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companyaces interests, resources, expertise, and responsibility are all focused diffently than those of the mos
effective top-level manager who is planning for corporate sustainability and busines continuity

For insurers, business is business. Given two entities, one a casino and one a hosytal or power plant, if the two hawv:
equally valued assets, theycere identical to an insurance company. For the PDC, thi two entities are not equivalent
Our Risk and Vulnerability Analysis takes into account the communities served and e value of the entity to the
communities. It also can consider impacts in the other direction; that is, how the ommunities should or might affect
the business or other entity

Another aspect of the difference is the value of having truly done due diligence, hving done all that is possible tc
mitigate risks. Of course, a business has insurance, but on a day-to-day basis, insrance guarantees payouts in case
of disaster. On the other hand, a thorough Risk and Vulnerability Analysis, with :appropriate suite of other services,
can provide continuous decision-support for planners and managers. For example, thik how the community will lool
at a resort where a devastating tsunami hits. If the company is well-insured, tha one thing; if it has the data and othe
resources to prepare for the tsunami, to know exactly what the hazard is, and to rpond so that no one is killed or
injured, thatces an entirely different thing. For that kind of preparedness and rensiveness, the PR value alone it
incalculable. Being insured is something else

Leo: How does the PDC work with a business or a business association’

Ted: That varies tremendously depending on the company, industry, or association. Howe\r, a large company witt
distributed assets and a significant population of employees or locations is not siificantly different from the
corporation of a local or even a national government. So the interests of the corpate entity are not generally differen
from those of a countyoor a country. We start with an overall assessment of risks ard then develop a clear picture of
the need for data streams, information and communications technology, and human resurces to meet those needs.
Then we compare existing resources with those needs, providing an actual needs-invetory detailing the gaps
between whatces available and whatoes essential or ideal. If the corporation is lenough to support it and has assets
distributed in such a way that it would be necessary or even useful, we would thenevelop a complete decision-
support system to empower the managers with ongoing data and communications resourcs; real-time or
near-real-time collaborative communication tools, and whatever else the managers me need to confidently anc
consistently select and execute appropriate responses to risks and disaster events

Assessing Preparedness at Your Organization

After seeing what Ted Sheppard had to say, you probably have some questions for youown experts regarding the
vulnerability of your business. Letoes consider a few starting questions that you tht ask after taking a good hard lool
at the environment surrounding your company, inside as well as outside, including e effects of the economy you
may be supporting.

» What are our risk factors?

= For department heads: What is a priority to you? What is critical to maintaining "ksiness as usual"?

= Where do these critical items reside? Are they easy to replicate if everything is dstroyed?

= Suppose youcere able to acquire equipment for redundancy, and then you have to mowo an emergency
location. Will the backup equipment be in parity to what you have now? In other wos, if youcere current
running equipment or software on old versions, will your new site be able to run ttse versions, or wil
upgraded equipment and software make what you have obsolete and unusable? Which brgs up the nexi
guestion: Do you have a rapport with your vendor so that if disaster happens, youc taken care of swiftly anc
reasonably? During a disaster is not the time to find out that your vendor is out make money from your crisis
by offering you inferior equipment, service, or both. You certainly doncet want to charged double the price
because you need something right now

+ Do our executives need a model to visualize damage before it happens, or do they "jst know"? Are they
ignoring the facts, or do they have a definite plan’

+ |f we have a plan, how stout is it? Do the people in charge know how to implement e plan? Are they willing tc
do so?

+ Has the plan been tested? If so, what were the results? Were those results documentd? Was the plan tested
again, and documented again? If it hasncet been tested, why not? Is it safe to wentil something happens?

Summary
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So do you stay, or do you move? A good risk and vulnerability study should help yoto make that decision, by
providing detailed pros and cons for your individual situatior

Your company may not experience the urgency implied in this article. However, everhe smallest mom-and-pop store
needs to have a risk assessment done, because fire and water damage are almost certin possibilities. Predictably,
people are willing to take chances, and often may be caught off-guard. Bu procrastiation certainly doesncet pay fol
large corporation doing volumes of business in an environment that depends on thousnds of employees.

In part 3 of this series, wecell delve into whareally important to restore in a disaster. Itces not all about money, and
not a purely actuarial analysis. As Ted Sheppard pointed out, a hurricane could deroy a $1 billion gambling casinc
and at the same time wipe out a $1 billion power plant. While they seem to be equirisks in terms of monetary
impact, the socioeconomic impact of the loss of a power plant is probably far greater. Sometimes the unique input of
a quasi-government organization like the PDC lends clarity to these kinds of judgmet calls. More on this topic nex
month.

NOTE

We would like to take this opportunity to thank Ted Sheppard from the Pacific Disaser Center for his insightfu
contribution to this article

Leo A. Wrobel has more than 30 years of experience with a host of firms engaged in b anking, manufacturing,
telecommunications services, and government. An active author and technical futurist , he has published 10
books and more than 400 trade articles on a wide variety of technical subjects. Leo served 10 years as an elected
mayor and city councilman (but says he is better now). A sought-after speaker, he ha s lectured throughout the
United States and overseas and has appeared on several television news programs. Leo is presently CEO of
Dallas-based TelLAWCom Labs Inc. and b4Ci, Inc. Contact Leo at 214-888-1300 or email leo@b4ci.com.

Sharon M. (Ford) Wrobel served as corporate secretary and director of personnel for Premiere Network Services
Inc. prior to joining b4Ci, Inc. in 2004. During that time, Sharon was instrumental in getting Premiere certified as
the first CLEC to be certified in all 50 states, by aiding in filings and attending hearings. She also engaged in
extensive research for Premiere, a function she continues with b4Ci as vice presiden t of business development.
Sharon was also president of the Ellis County Early Childhood PTA and the Ovilla Lio ns Club. She attended the
University of Maryland and EI Centro College in Dallas and received training as a re gistered nurse before joining
Leo in business in the late 1990s. Sharon also served as a public official by accept ing appointments to the local
Planning and Zoning Commission and the Historical Commission.
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