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The Worried Executive's Guide: in'n“n" ®
Disaster Recovery Planning for
Mixed-Hardware Environments
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When considering how to protect a company's technology assets, we tend to think inerms of the mainframe, the
network, the phone system. But laptops, PDAs, and other little proliferating gadget now carry a great part of the
burden of data for most organizations. Have you given any thought to how to prote such equipment? Leo Wrobel
points out why our adorable little gizmos are deserving of high-end attentiol

Just when we start to think our recovery plans are completeomainframes, LANs, physial facilities, anc
telecommunicationsowe get something new added to our list. The equipment this time is small, but increasingly
critical. loem speaking of workstations, laptops, and even things like personal dal assistants (PDAs). Sometimes,
when it comes to the need for information security, sizedoesna matter.

Every now and again we read a news story that brings this issue home. It usually bins with an announcement that
laptop or desktop computer has been stolen. This in and of itself is not newsworthy unless of course the device
contains proprietary or sensitive information. A few years back, for example, a serer containing 316,000 credit carc
numbers was stolen from a major bankcard company. This incident caused the companyhe embarrassment of
having to contact all of these customers and cancel their credit cards. A more recet story surfaced only recently
when a major university had to write letters of apology to thousands of students wtn their grades, transcripts, anc
other sensitive information disappeared along with a laptop computer. Such stories re the nightmares of auditors anc
information technology managers alike. The fact is that critical, proprietary, or <nsitive information has in many case:
migrated from the relatively secure "computer room" environment to desktops, laptop:, and in some cases PDAs.
Personally, | believe itces only a matter of time before high-end wireless phones ¢ capable of harboring the same
kinds of data, at least to the extent that the loss of such data could be a serioubreach of personal privacy

Has "mission critical" data in your organization migrated onto these less-proven (ed more transportable) platforms?
The answer might come as a cruel surprise some day, unless you take precautions andevelop operating and
security standards for this equipment now

Hey Mister, Wanna Buy a Mainframe?

Unlike the traditional mainframe environment, many servers and other Intel-based ent/server components have
aftermarket value in pawnshops. Many companies therefore already sponsor well-manacd security organizations tha
help preclude thefts of such equipment. Nobody pawns mainframes. You do, however, nd laptops and other
equipment in pawnshops, on eBay, and from a variety of other sources. Most of thesisource are legitimateobut not
all.

Itces prudent to look at a few common vulnerabilities with regard to such small egment in the typical organizationc
environment. This article makes a few specific recommendations to mitigate these vinerabilities. We alsa
recommend a few operating and security standards you can employ that are not prohitively expensive, but go a long
way toward keeping your company focused on its business and out of the evening new:

Know Your Workstation Environment

As in any good recovery planning process, the first thing you need is a thorough urerstanding of your users. Mos
companiesce workstation environment comprises not one but two general classes of us: production workers anc
knowledge workers. Letces consider the characteristics of both user classe
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Production Workers

Production workers are often characterized by standard applications geared at serving customers, in heads-down
work mode. A user staffing an inbound call center or reservations desk is a good exmple of a production worker. As
the name implies, production workers are in the revenue-generating "core" business f the organization

Production workers also tend to be the most standardized users on any system. Hundrds of airline agents might use
the same Sabre or Apollo reservations system, for example. Thereces little room fol production workers tc
self-actualize or use a lot of custom applications, because it isncet part of the |. The job is rendering service to the
customer, whether that service consists of taking travel reservations or, like theittle lizard says in the T\
commercials, "saving people hundreds on car insurance.

Taking this idea a step further, because production workers are the most restricteiin terms of the suite of
applications available, they could presumably be deemed the least demanding in term of resources such as help
desk support. Due to the use of standardized applications, problems are usually easer to fix. But doncet confuse tr
categorization with the idea that these users doncet need help. In some ways, the' more time-critical than anyont
else, because every minute of downtime to a production worker is a minute of lost rvenue. These users have a higt
demand for availability. In some organizations, production workers can constitute 7% of the workforce; airlines
stockbrokers, and telemarketers are all good examples

Knowledge Workers

The remainder of employeesomanagers, human resources staff, engineers, and so onoare clumped into another
general category called knowledge workers . Knowledge workers generally employ nonstandard applications on the
workstations and have a high demand for flexibility in order to be productive in ttir diverse fields. These workers are
not easily standardized and need highly customized applications, at least in compeéson to the production workers
Due to the specificity of their applications, they also tend to be demanding on supjort resources, such as the helg
desk. The tradeoff is that knowledge workers could also be termed the most availabl; even if the building sustains ¢
major disaster, knowledge workers can often find somewhere else to work

NOTE

Engineers sometimes present unique problems as knowledge workers. lceve seen help dks that never get calls frorr
engineering groups because these people are surrounded by other engineers. On the cher hand, you never know
what theycere installing out there, eitr

Knowledge workers are more likely to own PCs at home that are adapted to their job: since they often take work
home. Examples of such knowledge workers include attorneys, underwriters, executive, analysts, and so on

Know Your Companyces Mix of Knowledge and Production Workers

These classifications of users are important considerations when planning for secuty, disaster recovery, or helf
desk support. Think about the following facts

= Even if knowledge workers comprise only 25% of the workforce, they could in fact eniup using up to 75% of
the resources of a help desk, due to the diversity of their jobs and complexity of heir applications. This
situation costs your company money

+ Even if production workers make up 75% of the workforce, these users may ultimatel use only 25% of a help
desk resource due to rigorous standardization of their applications. This setup savs your company money

* The standards committee of the organization is faced with some interesting decision with regard to who pay:
for support. For example, if the user does nothing but sell online tickets, there ae fewer opportunities to mess
things up. That equates to less help desk support required, lower cost, and easierecovery of equipment and
software in a disaster

These factors lead to many policy-level issues;

+ Should knowledge workers pay a "surcharge" on their nonstandard applications to he cover the additiona
overhead costs (both help desk and disaster recovery) associated with those appliceions?
= Should production workersoby virtue of the fact that theycere the "cash registers" r the organizationohave
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their own help line”:
= Should production workers be restored first in a disaster? In other words, should te firmaes highest priority t
getting revenue-producing agents back into service as soon as possible’

All of these factors must be considered before meaningful workstation disaster planiing can occur and before
workable operating/security standards can be developed

Should You Minimize Software and Hardware Configurations?

Even though itces true that one way to expedite recovery of failed systems both deo-day and in disasters is tc
minimize hardware and software diversity as much as possible, such a draconian state harkens back to the old days
of IBM 3270 terminals. In those days, there were lots of comments like these

Comment: loem a graphics artist, | publish the company newspaper! | need a M.
Answer: No, you get one of THESE. (IBM dumb terminal.

Comment: loem an engineer; | need a high-end workstatit

Answer: No, you get one of THESE. (IBM dumb terminal.

Comment: loem a manager; | need the Microsoft suite of products and a high-end F
Answer: No, you get one of THESE. (IBM dumb terminal.’

Do you see the pattern above? Aside from my lame attempt at humor, thereces a measi of truth in the fact that dumi
terminals were easy to support

= Everybody used pretty much the same thing
= Help desk support and workstation security was a cinchoat least in comparison to tocy.

The only problem is that if we operate in this mode today and restrict hardware ansoftware too much, the whole
issue of recovery and survivability becomes academic, as the company would soon go wt of business.

So how do you handle the problem? Perhaps your organization could limit configuratns but try to allow enougt
flexibility so workers could still be productive. Stated another way, let users usithe configurations that make then
most productive, but restrict them to an "approved list." Even so, there would be ilot of different configurations ta
support and recover. Consider a company that restricts knowledge and production worers to the following three
configurations:

+ Standard desktop configuratior
s High-end desktop configuratior
« Standard laptop configuratior

In many companies, this arrangement would cause a mutiny, but follow me on this lir of thought for just a moment
Letoes add some assumption

= Whether you like it or not, hardware changes every six month:
= Software changes every 12 monthsoyes, it really does.

Even after this minimal start of three approved configurations, the company would :ill be supporting up to 45 unique
permutations of hardware and software in two years (see Figure 1). Try staffing a flp desk for that configuration, le
alone restoring it in a disaster! In summary, whether we like it or not, we all sujort a lot of different types of
equipment these days.

Figure 1 Configuration standards doncet prevent changes in hardware and softwe
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How Should Your Organization Respond?

Is there an optimal solution? Sure, but the ways you could react to this issue ares varied as businesses themselves.
For example, your law firm may consist of 90% knowledge workers and 10% administreve staff. Complicating thai
division is the fact that your knowledge workers are also revenue producers (and hece also production workers). Or
maybe your people answer calls for that little green lizard on TV that promises to ave money on car insurance. Th
profile of such a company might be 50075% production workers in a heads-down telemd&eting operation. Easy tc
standardize applications, relatively speaking, and the call center clearly uses prcuction workersoexcept for you, in
this example. Because these are your people, you would be a knowledge worke

Some tips transcend any kind of business and address every workstation environmen

= The value of a piece of equipment is not limited to the equipment itself, but also he application(s) residing or
it.

= Even if a piece of equipment has relatively low value (such as a laptop or other P( it must have standards fol
protection that represent the value of the data, not the platform. Such protectiorncludes passwords,
restriction of access, physical security (where the possibility of theft exists), rgular backup schedules, anc
other considerations. Imagine the information that could suddenly be made publicly vailable to competitors
and outsiders if the wrong person acquired the laptop or PDA of your companyces CE What kinds of
standards for protecting that data can you point tat this instant?

| hope this article in some small way has helped you put standards for the worksteon and desktop environment ir
context. | also hope that it has given you a fresh perspective on how to protect yor company as mission-critica
applications move to desktops, laptops, PDAs, and beyond. Best of luck in your pursits!
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